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Information Control Procedures Within OSI

1, There is no single source within OSI which is able to give
{pformetion &8s to the locktion of intelligence docments and pudblica-
tions., Requests for infoimation of this nature must be forwarded
o the Divigions, if the Division is Xnown. Thus, the Division has
besn given the responsibility for determining degree of account-
ability and the amount of information that will be maintained on
location and tresiment of intelligence documents.

2. Having been delegated responsibility for administrative
control of movement of ments and publications, and lacking
standards by which to opeate, each Division has set up its own
system. The result has beea six different systems with widely
varying dsgrees of comtral.

s. Chemistry and Nuclear Energy Divisions maintain a
control that informd them of all material entering thelr
Divisions, to which anmlyst it 1s veing circulated and its
ultimate disposition.

b. Medicine Division maintains a more elsborate sycten
of records than exists elsewhere in OSI, but is unable to
tell from its contrél system to vhich apalyst 1t is being
circulated -- or evén which Branch it is in.

c. Biology Division has decentralized its reading =o
the Branches, vhile locating its information control at the
division level. The result 1s 2 system of records thet
dows 1ittle mare thén record entry of msterial imto the
Divisics. Furthermbre, the mechanical comtrol function hes
besn delegated to ak individuel that has another function
that receives first attention. The result is anm inadequate
systen insdequately maintsined.

4. Physics sad Elsctronics Division maintains central

ng and insforsstion control which 1s very complete for
paterizl that will ultimately leave the Divisiom. The
balunce of materisl (vhich will be retalned or destroyed)
is left uncontrolled while in circulation and controlled
only after acticn is completed. This procedure does not
cemform to security regulations.
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e. Weapens Division meistains the least control of the
six Divisions. Material is sot recorded at all within the
Division until action is completed snd the material is ready
tc be filed, leave the Division, or de destroyed. No records
exist to trace or spcount for any document or pudblication,
until "Currest® usege 1s completed. At this point an informs-
tion control exists, though the Brenches are responsible for
inguring its completeness. The atove procedure does not
conform to security regulatiens.

3. 'The services thgt should be expected of information control
in 08I are the following:

a. Provide a single and satiefactory source of informa-
tion as to location of intelligence documents and publications.

b. Relieve operating Divisions of routine clerical
functions.

c. Batisfly security regulestions.

4., Informstiom control is a non-substantive function that is
largely clerical in nasture. Typilcally, Information Control is a
service organization designed to serve:

8. Opersting people within the divisiom of first concern.

b. Operating people within the cther operating divisioms.

¢. The overheaé organization of the office of firet concern.

d. Other CIA Offices.

Inforuation cantrol is pot designed to serve only the divi-
sion of first concern. J decentralized system of control usually
conforms to 26 single stpndard and tends to limit its concern to its
immediete organizational unit.

5. It is recommendsd that control of information within ISI be
organized on the followleg basis:

Met Card Material
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ICE Wi as ‘brand ronting to Divisions.
Documents delivered direct to resder in Divisicn , Who shovs
routing on two wat cerds snd detaches one for ICB,

b, When documest has campleted routing within the Divisien,
final recipient will ¢o one of the following: :

(1) Forwerd to next Divisiom, which will show roiting
on two mat cerds, one of vhich is forwarded to ICB;

(2) If document 1s to leave 0SI, mat cerd is so serked
and Porwarced to ICB;

(3) If docusent is filed within the Division, code
nunber of file cebinet {10 be devised) is shown on met
card, vhich ia fervarded to ICB;

(M) If docuseut is to be destroyed, top met carc is
80 marked and forwarded to ICB,

c. At no point in the abéve procedure will the Division puu
mat cards for their own control purposes.

d. ICB should not attempt to read and reroute documants
alresdy routed by O0D.

Cables

a. Informetion Control Branch vill continue present control
procedures.

bt. On receipht of cable, Division readm' vill route to
analyst. Fiaal slition will be shown on form no. 351 by
analyst, who will férward control slip to ICB,

¢. Divisions will not keep & file of 35-1 for contiol pur-
pﬂ.eao

Publicstions
. publications will enter O8I through Informetlon

Control eh.

(1) ICB will establish routing for publicetions not
on standard distribution.
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(2) ALL clsssified publications will ve recordsd on
the visual comtiol {ile vy ICB.

(3) Divisiens completing actior on publications that
are to be destrpyed or are to leave OBI will route through
ICE for record purposes.

b. Except under unusuel circumstances ICB will accept
distribution establisbed by OCD on standard distribution
publications. ICB should not Guplicate work of OCD.

Action Papers

a., Originating unit sends action paper to Information Control
Branch.

b. ICB completes form no. 35-1 in six copies,showirg in-
formation contrel nesber and summary of text.

(1) Copy ne. 1 held by ICE and filed by control
nuwher,

(2) Action paper and remaining attached copies of
35«1 sent 4o DAD office.

c. DAD office sssigns routing.

(1) Cepy no. 2 of 35-1 removed for executive informa-
tion purposes.

(2) Copy no. 3 semt to ICB for tickler file.

(3) Copies 4 apnd 5 used for information officee
(if any).

{(h) Copy na. 6 left attached for routing purposes.
d. Action paper sent to action office.

(1) Inforsmtion Contrel Branch, as e gervice tc the
DAD office, reminds action office of due dste,

(2) vwnen sction cosmpleted paper is forwarded to DAD
office for signature,

e. DAD office rrviews action and sends copy no. 5 of 35-1
to ICB to show action couplete,
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a. ICB will log (both in and ocut).

». ICB will etfach fora no. 519 or 51«10, when nececsary
to show routing.

7. Changes necessary’ to lmplement above recommendation:

a. Divieioms would discontinuet
(1) Logging (with exception of ‘I‘ap Becrst material).
(2) Active end inactive mat cerd files.
{(3) Files of 35.1,
(4) 9Tickler files.

b, DAD office wruld
(1) Discontinue all logging (except Top Secret).

¢. Information C‘cntrpl Branch wouldt

(1) Incorporste Division mat cerd files into their
own control systén.

(2) Supervise destruction of remsining Division
control Tiles.

{3) Maintain & continuocus file on all mat card
mnaterial.

&) Maintais a record of all classified publicetions.

(5) Comtinus present ceble and miscellmneous cortrol
procedurag .

(6) Supervige instsllation and maintensnce of a
system of code identification of all 08I files.

(7) Discontinue pad no. 2 (6 capies) of form mo. 35-1
on action papers and audit use of p&d no. 1 of form 35-1.

8. Reading sad routing procedures.

8. It has been muggested that a single central reading
panel would better sexve 081 interests then the present decentrel
ixed sysism opersted by the Divieions, It 18 suggested toat s
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central reading penel night prove to be & disadventaege for ithe
following ressons:

(1) The Divigions are generslly doing an efficlent
and effective Job of reading amd routing.

(2) Assignmept of work to the anslysts im a major
tool of control ovey individual personnel snd not 8
purely mschanical control over things. Divisions should
retain the privilege of controlling the work of thelr
analysts.

(3) There wonld be a tendency under & central read-
ing panel to duplicete ihe work of OCD by re-evaluating
its division breskdown. _

b. Reading apd routing tc the analyst level from a central
point vithin eech dividlon, as it now exists in Chemistry, H.E.D.,
Medicine, snd Physics dnd Electronics Divisions, would readily
sdnpt itself to ceptral O8I informetion comtrol procedures.

¢. Biology snd Vespons Divisions maintain doudble reading
esd routing systems by first reading and routing to the Brench

level. The Branches, in turn, read and route to ipdividusl
: % o4 that Diology and Wespons Divisions

(1) Comtrol procedurss under the present decentralized
system leaves a goptrol gmp after entrance into the divisions.
Under the recommented centralized information control system,
and without centralized divislon reading and routing, o
control gap would éxist between the division and branch
levels,

(2) Double reading end routing is a duplication of
effort.

9. ¢Conclusiont

a. The Divisions are using the time of at least four individuals
in the mechanicel aspects of information control, &s itemized belovw:

Chemistry - one individusl half-time.
Biology - ofe individusl Lalf-time.
H‘B cDo had m 1&&1?1&‘“1 full«time.
Madicine - ofe individual full-time.
Weapons - oB¢ individual full-time.
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b. ‘Traasfer of three or four perscamel to Information
Comtrol Branch should be adeguate to ataff this sctivity.
Thus, centrelized costrol of informstiocm, without extrs cost

to 08I, would result in:
(1) Better security.
(2) A single source of informstion in OSI.

(3) Standsrfized infermation control procedures in
081,

(4) More ¢copplete information es to location or
disposition of dbcuments.

(s) Eliminmtion of dnplicaté control procedures.
{6) Flimipetion of duplicate comtrol files.

(7) Ekelleve opérating aivisions of clerical
procedure.

¥. L. m OK
Chief, Organitatien &
Methods Jervice
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